2FA (2 Factor Authentication)

What is 2FA - 2FA is Authentication way where user can secure self account in different ways. 

This card functionality is relate to enable 2FA on user login in CRM. On user page a 2FA check will show for every user. If want to active 2FA on then user then need to enable 2FA check box on user page. Once enable 2FA for the user and user try to login CRM then a 2FA notification massage will show in the page. Hare ‘CONTINUE’ and ‘SKIP’ button will show with guideline link and PDF icon.

1. GuideLine Link- When user click on the link then a guiline PDF will open in the new tab.
2. SKIP - When click on this button then page redirect on the Brand, Module, Role selection based on permission.
3. CONTINUE - When click on this button the page redirect on 2FA registration page. Here user mobile number will show of the associate user, If mobile number not exist on the profile then blank field of mobile number will show. User can add their mobile number here. After submit mobile number a OTP will sent to selected/Entered mobile number. New enterd mobile number will update on the user page. 
We are adding four different ways by which user can enable 2FA on it’s account. 
· SMSTOKEN :- SMS token this will send a security code on registered phone number. 
· VOICECALL :- User will get call on registered phone number which they use at time of 2FA enable. 
· QRCODE :- A QRCode will be visible on screen which can be scanned by using Google Authenticator to authenticate app. 
· ONETOUCH :- System will send an approve push notification request which will live for 30 seconds only. User need to install an app (Authy) on their (mobile/desktop) to get token where user can approve the request and system will auto login.  
Once select 2FA ways from the above mentioned point and complete registration form, Page will redirect on the login page. 

User can change it 2FA Authentication way from their profile drop-down. Here ‘Configuration 2FA’ sub menu will appear and when user click on it, A 2FA page will open and user can change 2FA way from it.

Also when user login on trusted/untrusted device then Untrusted IP pop will appear with 'YES' or 'NO' button. When user click on the 'NO' button then user can't login CRM and when click on the 'YES' button then user able to login CRM. When user on CRM with Untrusted IP then a security email will sent on the user email address. 

A weekly basis report should be sent on a specific email address for all extraction report data which has been done in last 7 days.


[bookmark: _GoBack]Verify that 2FA functionality will not apply on the below page:
1. Manage my booking.
2. My Quote.
3. NPS Review Portal.

